2
@ é WhatsApp is one of the most popular messaging apps in
2 g the world, with more than 1.5 billion people in more than
o 180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
) calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which that
can only be read by the sender and the recipientin
] one-to-one chats, or all members if it is a group chat. Not
’# J even WhatsApp can read them.
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AGE LIMIT CHANGE FAKE NEWS AND HOAXES CONNECTING WITH STRANGERS |
5 5 3 To start a chat in WhatsApp, you need to know the mobile
Since May 2018, the minimum age for using WhatsApp is 16 WhatsApp has been linked to enabling the spread of
3 number of the contact you want to speak to and they also need
years old if you live in the European Union, including the UK. dangerous viral rumours. In India, for example, a number of to have the app downloaded. WhatsApp can find contacts by
Prior to this, the minimum age was 13, which still applies for attacks appear to have been sparked by false rumours shared ¢ :
h £ th 1d. WhatsApp h ed whether | WhatsA accessing the address book of a device and recognising which
:li'el ;::(te‘: “i::vor Bt ppa;:dnf Eyet s“:s a: d ?6 \:;u: onWhatsApp. of those contacts are using WhatsApp. If your child has shared
= & A their mobile number with some- body they don’t know, they can
tieadyboldsccounts unde the ld e andcondtions, (49)  THE ‘ONLY ADMIN' FEATURE e 10t toich A WhechpD: .
iy S AND CYBERBULLYING
Cyberbullying is the act of sending thr ing or ing = F“IE LOC,AT|ON SHARING .
SCAM MESSAGES R olca pictures and videos, withthe | WhatsApp's Live Location’feature enables users to share their
Occasionally on WhatsApp, people receive spam messages aim to hirtand humiliste the recalver. The aroun chat and current location in tegl time to their contacts in a chat, allowing
from unauthorised third parties or from fraudsters group video call features are great for multipsl’e p:)ple to chat friends to show/theinmovements. The feature; whichcan be
pretending to offer prizes to ‘lucky people, encouraging simultaneously, but there is the potential for people to hurt foung Py pressing the ‘attach’ button, is described by WhatsAp'?
recipients to click on a link to win a prize. A common scam others with their comments or jokes. The ‘only admin’ feature | 2*2 simple and secure way to let people know where you are:
involves ges warning recipients that their WhatsApp gives the admin of a group chat greater control over who can kocation:shating Is already & common feature on other soclal
subscription has run out with the hope that people are send messages. Whilst this can be good for one-way apps, including Snapchat’s Snap Map and Facebook Messenger
duped into providing their payment details. Other scam announcements, the group admin has the power to block and can be a useful way fora child to letloved ones know they
messages include instructions to forward the ge in Bodhifrom s ding to an offensive message in a chat, are safe. However, if your child is in a group chat with people
Q““'"‘ for a reward or gift from WhatsApp or another person. ~\_Which could resultin a child being upset and unable to reply. A they do notknow; they will be exposing their location:
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CREATE A SAFE PROFILE REPORT SCAM MESSAGES

Even though somebody would need your child’s phone number Advise yourc'h.ild not to tap, share or forward any message that DELETE ACC|DENTAL
to add them as a contact, as an extra security measure we looks suspicious or sounds too go?d tobe trui. When your
suggest altering their profile settings to control who can see ‘hi!d receives = ol from an : for the first If your child has sent a message to the wrong chat
their profile photo and status. The options to choose from are time, they will be given the option toreport the numberas or if a message they sent has contained a mistake,
‘Everyone,‘My Contacts’ and ‘Nobody. We suggest selecting‘My | $P2™M directly msude'the chat. The)f canalso report a contact or they can delete it. To do this, simply tap and hold on
Contacts’ or‘Nobody’ to ensure their profile is protected. agroup as spam using the following steps: 1) Open the chat. the message, choose ‘Delete’ and then ‘Delete for b
2)Tap on the contact or group name to open their profile

E XPL Al N How To BLOC K PEOPLE information. 3) Scroll to the bottom and tap ‘Report Spam. Sveryovs: iis app Siows sevenintites todmateitie

message after it has been sent, but it is important to

Z remember that recipients may have seen and screenshot a
If your child has received spam or offensive LEAVE A G RO U P message before it was deleted.

messages, calls or attachments from a contact, If your child is part of a group chat that makes them feel

they should block them. Messages and status | uncomfortable or has been added to a group they don‘t want to
updates sent by a blocked contact will not be part of, use the group’s settings to show them how to leave.

show up on the phone and will stay If someone exits a group, the admin can add them back in once, SET TIME LIMITS

undelivered. Blocking someone will not If they leave again, they cannot be added again. A 2017 study found that by the age of 14 the average child

remove this contact from the contact list - will have sent more than 35,000 texts, 30,000 WhatsApp

they will need to be removed from the phone’s messages and racked up more than three solid weeks of
address book. To block a contact, your child If ygi!\m?e b!xgskggﬁrjcgg ’fseft‘ufeEul:s!are video chat. Although it is inevitable that your child will use

needs to open the person’s chat stream and with you or a friend, advise them to only share it for the amount technol?gy, youcan stllzat bot{ndari_es. Thislsnoteasy,

tap on the settings. of time they need ;o. WhatsApp gives the options of either 15 sspecially since Soensuae their devices for both
minutes, one hour or eight hours. However, your child can Schootiarkandiiies dima aien stulRtaneobsly:
choose to stop sharing at any time.
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This s not a definitive guide. Please always check with the opp’s support inlormation 1o see if
your security and privacy s are add d.

www.nationalonlinesafety.com



