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• annual data collection exercise not undertaken to collate information on qualifications and 
awarding body specifications being delivered 
 

• annual exams plan not produced identifying essential key tasks, key dates and deadlines 
 

• sufficient invigilators not recruited 
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• awarding bodies not being informed of early/estimated entries which prompts release of 
early information required by teaching staff 
 

• candidates not being entered with awarding bodies for external exams/assessment 
 

• awarding body entry deadlines missed or late or other penalty fees being incurred 
 

Pre-exams 
 

• invigilators not trained or updated on changes to instructions for conducting exams 
 

• exam timetabling, rooming allocation; and invigilation schedules not prepared 
 

• candidates not briefed on exam timetables and awarding body information for candidates 
 

• 

secure conditions 
 

• 

bodies/external moderators 

 

 

• exams/assessments not taken under the conditions prescribed by awarding bodies 
 

• required reports/requests not submitted to awarding bodies during exam/assessment 
periods, for example very late arrival, suspected malpractice, special consideration 
 

• candidate  

 
 

• access to examination results affecting the distribution of results to candidates 

 
• the facilitation of post-results services 
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•  

• centre fails to recognise its duties towards disabled candidates as defined under the 
terms of the Equality Act 2010 
 

• evidence of need and evidence to support normal way of working not collated 

 

• approval for access arrangements not applied for to the awarding body 
 

• centre-delegated arrangements not put in place 
 

• modified paper requirements not identified in a timely manner to enable ordering to meet 
external deadline 
 

• staff (facilitators) providing support to access arrangement candidates not allocated and 
trained 

 

• access arrangement candidate support not arranged for exam rooms 

 

 

 

• SEN team to ensure that candidates are identified and assessment for access carried 
out before end of year 9   
 

• Information to be passed on to Exams Office so that approval applications can be made 
at the start of the course  
 

• Exams Office to update Sixth form candidates in consultation with SEN team  
 

• SLT to ensure that all SEN team trained to support candidates in exams  

 

 

 

• 
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• Final entry information not provided to the exams officer on time; resulting in candidates 
not being entered for exams/assessments or being entered late/late or other penalty 
fees being charged by awarding bodies 
 

• Non-examination assessment tasks not set/issued/taken by candidates as scheduled 
 

• Candidates not being informed of centre assessed marks before marks are submitted to 
the awarding body and therefore not being able to consider appealing internal 

 
 

• 

submission deadlines 

 

 

 

 

 

 

 

 
 

 
• Failure to recruit and train sufficient invigilators to conduct exams 

 

• Invigilator shortage on peak exam days 
 

• Invigilator absence on the day of an exam 
 

 

 

 

 Contact invigilators at start of school year to check availability and arrange update 
meeting  
 

 Download Summer timetables as soon as confirmed so that peak days can be identified 
 

 Allocation of back-up invigilator to be available in case of absence  
 

 Member of SLT or senior teacher to be available on peak exam days  
 

 Use of Cover supervisors / other support staff by ensuring a wide group trained as 
invigilators 
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 Exams officer unable to identify sufficient/appropriate rooms during exams timetable 

planning 
 

 Insufficient rooms available on peak exam days 
 

 Main exam venues unavailable due to an unexpected incident at exam time 

 

 

 
 (where main exam venue(s) unavailable due to an unexpected incident at exam time) 

where possible, make use of other available rooms within the centre, prioritising 
candidates whose progression will be severely delayed if they do not take their exam or 
timetabled assessment when planned 

 
 identify whether the exam or timetabled assessment can be sat at an alternative venue, 

in agreement with the relevant awarding body 

 
 (where main exam venue(s) unavailable due to an unexpected incident at exam time) 

where possible, move to alternative venue, prioritising candidates whose progression will 
be severely delayed if they do not take their exam or timetabled assessment when 
planned 

 

 
 

 communicate with candidates (and where appropriate, parents/carers) any changes to 
the exam or assessment timetable or to the venue 

 

 
 

 ensure the secure transportation of question papers or assessment materials to the 
alternative venue 
 

 (after the exam) consider whether any candidate's ability to take the assessment or 
demonstrate their level of attainment has been materially affected and, if so, apply for 
special consideration 

 
 

 
6. Cyber-attack 
Criteria for implementation of the plan 
 

 Where a cyber-attack may compromise any aspect of delivery  
 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
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The centre will: 
 

 Use of Anti-Malware / Anti-Virus systems 
  

 Patching / Regular Updates  
 

 Firewall / Intrusion Protection Systems / Intrusion Detection Systems in Place  
 

 School AUP Policy  
 

7. Failure of IT systems 
 
Criteria for implementation of the plan 
 

 MIS/IT system failure at final entry deadline 
 

 MIS/IT system failure during exams preparation 
 

 MIS/IT system failure at results release time 
 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 Daily backups of critical data taken  
 

 Ability to launch direct from backup in instance of a failure  
  

 See School Disaster Recovery plan for further details  
  

 Submit entries in advance of deadline and, if necessary, in a paper format  
 

 Contact awarding bodies and IBS/Capita for support  
  

 Ensure ICT support available at results release time  
 

 Download results at an alternative venue via awarding bodies secure sites  
 

8. Emergency evacuation of the exam room (or centre lockdown) 
 
Criteria for implementation of the plan 
 

 Whole centre evacuation (or lockdown) during exam time due to serious incident 
resulting in exam candidates being unable to start, proceed with or complete their exams 

 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 refer to and invoke its (exams) emergency evacuation policy/procedure in line with JCQ's 
'Centre emergency evacuation procedure' (or its (exams) lockdown policy) 
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 contact the relevant awarding body as soon as possible and follow its instructions 
 

 where accommodation is limited, prioritise candidates whose progression will be severely 
delayed if they do not take their exam or timetabled assessment when planned 

 
 (after the exam) consider whether any candidate's ability to take the assessment or 

demonstrate their level of attainment has been materially affected and, if so, apply for 
special consideration 

 
Other centre actions:  
 
9. Disruption of teaching time in the weeks before an exam - centre closed for an extended 
period 
 
Criteria for implementation of the plan 
 

 Centre closed or candidates are unable to attend for an extended period during normal 
teaching or study supported time, interrupting the provision of normal teaching and 
learning 

 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 recognise it remains the responsibility of the centre to prepare students, as usual, for 
examinations 

 
 facilitate alternative methods of learning 

 
 communicate with candidates (and where appropriate, parents/carers) information 

relating to alternative methods of learning 
 
Communication details: Candidates and Parents/Carers will be emailed with the details. 
 

 take advice offered by the awarding body regarding alternative arrangements for 
conducting examinations that may be available 

 
 take advice offered by the awarding body on the options for candidates who have not 

been able to take scheduled examinations 
 

 advise candidates, where appropriate, of the opportunities to take their exam or 
assessment at a later date 

 
Other centre actions:  
 
10. Candidates may not be able to take examinations - centre remains open 
 
Criteria for implementation of the plan 
 
Candidates may not be able to attend the examination centre to take examinations as normal 
 
Other criteria: 

 (This must focus on options that enable candidates to take their examinations) 
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Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 take advice offered by the awarding body on the options for candidates who have not 
been able to take scheduled examinations 

 
 discuss alternative arrangements with the awarding body if a candidate misses an exam 

or loses their assessment due to an emergency, or other event, outside of the 
 

 

 identify whether the exam or timetabled assessment can be sat at an alternative venue, 
in agreement with the relevant awarding body, ensuring the secure transportation of 
questions papers or assessment materials to the alternative venue 
 

 communicate with candidates (and where appropriate, parents/carers) any changes to 
the exam or assessment timetable or to the venue 

 
Communication details: Candidates and Parents/Carers will be contacted by email/telephone. 
 

 consider whe
level of attainment has been materially affected and, if so, apply for special consideration 

 
Other centre actions:  
 
11. Centre may not be able to open as normal during the examination period 
 
(including in the event of the centre being unavailable for examinations owing to an unforeseen 
emergency) 
 
Criteria for implementation of the plan 
 

 Centre may not be able to open as normal for scheduled examinations 
 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 take advice, or follow instructions, from relevant local or national agencies in deciding 
whether the centre is able to open 

 
 contact the relevant awarding body as soon as possible and follow its instructions (This 

could include implementing alternative arrangements for the conducting of examinations 
and notifying the JCQ Centre Inspection Service of an alternative site arrangement by 
submitting the JCQ Alternative Site form online, using the Centre Admin Portal (CAP).) 

 
 contact the relevant awarding body as soon as possible and follow its instructions 

 
 discuss alternative arrangements with the awarding body if the exam or assessment 

cannot take place 
 

 follow guidance provided by the awarding body on the conduct of examinations in such 
circumstances 
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 where accommodation is limited, prioritise candidates whose progression will be severely 
delayed if they do not take their exam or timetabled assessment when planned 

 
 communicate with candidates (and where appropriate, parents/carers) any changes to 

the exam or assessment timetable or to the venue 
 
Alternative venue details: TBC 
 
Communication details: Candidates and Parents/Carers will be contacted by email/telephone. 
 

 

level of attainment has been materially affected and, if so, apply for special consideration 
 
Other centre actions:  
 
12. Disruption in the distribution of examination papers 
 
Criteria for implementation of the plan 
 

 Disruption to the distribution of examination papers to the centre in advance of 
examinations 

 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 liaise with awarding bodies regarding the provision of electronic access to examination 
papers via a secure external network and will ensure when copies are received/made 
these are stored under secure conditions 

 
 follow guidance provided by the awarding body on the conduct of examinations in such 

circumstances 
 

 understand that as a last resort, and in close collaboration with centres and regulators, 
awarding organisations will consider scheduling of the examination on an alternative date 

 
 communicate with candidates (and where appropriate, parents/carers) any changes to 

the exam or assessment timetable or to the venue 
 
Other centre actions:  
 
13. Disruption to transporting completed examination scripts 
 
Criteria for implementation of the plan 
 

 Delay in normal collection arrangements for completed examination scripts/assessment 
evidence 

 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
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organisations arrange collections, seek advice from the relevant awarding organisations 
and will not make its own arrangements for transportation unless told to do so by the 
awarding organisation 

 
 for any examinations where the centre makes its own arrangements for transportation, 

investigate alternative dispatch options that comply with the requirements detailed in the 
JCQ Instructions for conducting examinations 

 
 ensure the secure storage of completed examination scripts until collection 

 
Other centre actions:  
 
14. Assessment evidence is not available to be marked 
 
Criteria for implementation of the plan 
 

 Large scale damage to or destruction of completed examination scripts/assessment 
evidence before it can be marked 

 
 Completed examination scripts/assessment evidence does not reach awarding 

organisations 
 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 liaise with the awarding body to determine if candidate marks for affected assessments 
may be able to be generated based on other appropriate evidence of candidate 
achievement as defined by the awarding body 

 
 where marks cannot be generated by awarding body, inform candidates they may need 

to retake the affected assessment in a subsequent assessment series 
 
Other centre actions:  
 
15. Centre unable to distribute results as normal (including in the event of the centre being 
unavailable on results day owing to an unforeseen emergency) or facilitate post-results 
services 
 
Criteria for implementation of the plan 
 

 Centre is unable to access or manage the distribution of results to candidates, or to 
facilitate post-results services 

 
Other criteria: 
 
Centre actions to mitigate the impact of the disruption listed above 
 
The centre will: 
 

 make arrangements to access its results at an alternative venue/share facilities with 
another centre if this is possible, in agreement with the relevant awarding body 
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 make arrangements to coordinate access to post-results services from an alternative 
venue 

 
Alternative venue details: TBC 
 

 make arrangements to make post-results requests at an alternative location 
 

 contact the relevant awarding body if electronic post-results requests are not possible 
 

 inform candidates of any alternative arrangements in place for the distribution of results 
and the facilitation of post-results services 

 
Communication details: Candidates and Parents/Carers will be contacted by email/telephone. 
Information will be shred on the school website and on social media 
 
Other centre actions:  
 
16. Any other cause of disruption to the exam process 
 
Cause of disruption 
 
No further cases identified 
 
Centre actions to mitigate the impact of the disruption listed above 
 
N/A 
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15 

 

 

 
 

 Cyber Security Standards in schools and colleges 
 

 Cyber crime and cyber security: a guide for education providers 
 

 DfE Cyber Security Guidance - March 2023 
 

 

 

 

 

 

 

 

 
 the exam or assessment cannot take place 

 
 a student misses an exam or loses their assessment due to an emergency, or other 
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 Take advice, or follow instructions, from relevant local or national agencies in deciding 
whether your centre is able to open 
 

 Identify whether the exam or timetabled assessment can be sat at an alternative venue, 
in agreement with the relevant awarding organisation, ensuring the secure 
transportation of questions papers or assessment materials to the alternative venue. 
 

 Where accommodation is limited, prioritise students whose progression will be severely 
delayed if they do not take their exam or timetabled assessment when planned. 
 

 

emergency evacuation procedure. 
 

 Communicate with students, parents and carers any changes to the exam or 
assessment timetable or to the venue. 
 

 Communicate with any external assessors or relevant third parties regarding any 
changes to the exam or assessment timetable. 

 

 
 

of attainment has been materially affected and, if so, apply to the relevant awarding  
organisation for special consideration. 
 

 Advise students, where appropriate, of the opportunities to take their exam or 
assessment at a later date. 
 

 Ensure that scripts are stored under secure conditions. 
 

 Return scripts to awarding organisations in line with their instructions. Never make 
alternative arrangements for the transportation of completed exam scripts, unless told 
to do so by the awarding organisation. 

 

 

 
 Establish and maintain, and at all times comply with, an up-to-date, written contingency 

plan. 
 

 Ensure that the arrangements in place with centres and other third parties enable them 
to deliver and award qualifications in accordance with their conditions of recognition. 

 

 
 Take all reasonable steps to mitigate any adverse effect, in relation to their qualifications, 

arising from any disruption. 
 

 Provide effective guidance to any of their centres delivering qualifications. 
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 Ensure that where an assessment must be completed under specified conditions, 
students are able to complete the assessment under those conditions (other than where 
any reasonable adjustments or special considerations require alternative conditions). 
 

 Promptly notify the relevant regulators about any event which could have an adverse 
effect on students, standards or public confidence. 
 

 Coordinate its communications with the relevant regulators where the disruption has an 
impact on multiple centres or a wide range of learners. 
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 emergency planning and resp

settings from the DfE in England 

 
 handling strike action in schools from the DfE in England 

 
 school organisation: local-authority-maintained schools from the DfE in England 

 
 reinforced autoclaved aerated concrete: guidance for education settings with confirmed 

RAAC from the DfE in England 
 

 exceptional closure days from the Department of Education in Northern Ireland 
 

 checklist - exceptional closure of schools from the Department of Education in Northern 
Ireland 
 

 school terms and school closures from NI Direct 
 

 opening schools as well as childcare and play settings in extreme bad weather and 
extreme hot weather - guidance for schools from the Welsh Government 
 

 emergency planning and response guidance for education and childcare settings- 
guidance for schools and education settings from the Welsh Government 
 

 police guidance from National Counter Terrorism Security Office and partners on 
preparing for threats 
 

 cyber security guidance for schools and colleges from the National Cyber Security 
Centre" 
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 Further ransomware attacks on UK education by cyber criminals 

 
 Ransomware advice and guidance for your IT teams to implement 

 
 Offline backups in an online world 

 
 Backing up your data 

 
 Practical resources to help schools improve their cyber security 

 
 Building Resilience: Ransomware, the risk to schools and ways to prevent it 

 
 School staff offered training to help shore up cyber defences 

 


